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Audion DPI Manager — 04HO OKHO A/ NpOorpamMmM, KoTopble 06xoaaT 6a10knpoBkM Tpadurka. [naBHas

n3 Hux — Zapret (naket Flowseal/zapret-discord-youtube). Pagom — zapret2 (bol-van) n ByeDPI

(romanvht/ByeDPIManager).

OkHo paboTaeT ¢ Temu e darinamu, cny>kbamm n 3anncammn peectpa, 4to u bat-dannbl Flowseal.

MeHto | service.bat 1 3TO OKHO MOXHO MCMO/b30BaThb BrnepemMeLlKy: OHU BCerga corjiaCHbl Apyr C

APYrom.


https://github.com/Flowseal/zapret-discord-youtube
https://github.com/bol-van/zapret2
https://github.com/romanvht/ByeDPIManager

3anyck

3anyckanTe Start.exe. Windows cnpocut pa3pewenuve (UAC): 6e3 npaB agMMHMUCTPATOPa Heb3s HU
3arpy3uTb gpansep WinDivert, H1 noctaBuTb cy>by, H1 n3meHnTs DNS 1 dainn hosts. OTkazannce —
HWYEro He 3anycTuaoCh U HAYEro He M3MEHMIOCh. 3anNpocC NOABASETCA NPW NOOOM 3anycke: 1 Yepes
Start.exe, n ecam otkpbITh | App\AudionDpiManager.exe Hanpsamyto. Ecam nporpamma Bcé xe
oKa3anacb 6e3 npas (OKHO 3anyLLeHO BHe 06bIYHOrO NyTK K 3anpoc 6bl1 HEBO3MOXEH), 06 3TOM

CKaXKeT CTpOKa COCTOsfHUSA, N 06xog, cnyxba n DNS paboTtatb He 6yayT.

A3bIk 6epETca N3 cucTemMbl Npu NepBOM 3anycke (pycckuin B pycckon Windows, B OCTanbHbIX
aHraurickuin); nocne Haxatns RU | EN Bbibop 3anomuHaetcs. KHonku RU | EN cnipaBa BBepxy

nepektoYatoT A3bIK, KHOMKW C IYHOW 1 conHuem — Temy, a | A | A+ — pasmep wpudrta.

Kak yctpoeHo okHO

BepxHAaa cTpoka — 0AHa CTPOKa M3 TPEX TEMHbIX KyCKOB: C/1eBa Ha3BaHWe NPOorpamMmbl U Bepcma —
370 KHOoMnKa ABOUT (Haxxanu eLwé pa3 — BEPHYANCh K MPUIOXKEHUIO), NOCeEpeanHe nepekaroyaTenu
DPI-nHCTpyMeHTOB, cnpaga A3blK, TeMa, LWPUPT 1 3Ha4oK Tpes. BeicoTa okHa — camoe foporoe, yuTo

€CTb Yy CTPaHWL, NO3TOMY paHbLLe Be CTPOKM (3arosIoBOK M Nosioca nepekatoyaTenelt) Tenepb ogHa.

Tpeii. Moka nporpamma paboTaeT, eé 3Ha4yok ctouT B Tpee Windows. 3HauoK CO CTPesKon BHU3 B
NpPaBOM KOHLLe BEPXHEWN CTPOKM NPSAYET OKHO B Tpew: nporpamma n obxog pabotaroT ganbe. OKHO
BO3BpALLAeTCs LWeAYKoM No 3HauKy B Tpee. MeHto 3Hauka (MpaBas KHOMKA; Y KaXXA0n CTPOKM CBOA
MKOHKa, BbIOPaHHbIA MHCTPYMEHT OTMEYeH MaHAapVHOBOM Toukon): MokasaTb OKHO, 3anycTuTb U
OcTaHOBUTb — A9 UHCTPYMEHTa, BbiIbpaHHOro BBepxy, nepekntouatenv ZAPRET, ZAPRET 2, BYEDPI
1 Bbixopa,. KpecTvk okHa no-npexHemy 3akpbiBaeT nporpamMmmy. Bropow 3anyck nporpaMmmbl 13 Ton xe

nanku He OTKPbIBaeT BTOPYHO KOMMIO, a MOKa3blBaeT OKHO y>e paboTatoLLen.

Tpw 6onbwnx Nepekntovatens nocepeanHe — ZAPRET, ZAPRET 2, BYEDPI. 31o He HacTpowku, a
nosHoe nepekatoveHne DPI-MHCTpyMeHTa Nog OKHOM: y KaXA0ro cBou daiibl, CBOE NOAKNHOYEHME U
cBOE 3HauyeHwne kHonok UPDATE n START BHuM3y. LiBeT IMHMK Nog 3aronoBKOM NOKa3blBaeT, Kakowu
BblOpaH (Zapret — ronybow, zapret2 — aHTapHbIn, ByeDPl — 3enéHbin). IHankaums — Ha cammx
KHOMKax: Noj Ha3BaHWeM To4Ka ¥ Bepcua («4TO YCTaHOBNEHO»: 3e/1éHasf — BepCuaA NOCAeAHAS,
fHTapHas — He yCcTaHoBAeHO uan Ha GitHub Bbiwna HoBas, «1.10.3 — 1.10.4», cepas — GitHub He
OTBETW), @ 3€NEHBIA TPEYrONbHUK PAAOM C Ha3BaHWEM 3HauunT «paboTtaeT cenyac». 3anyck 1H06oro ns
TPEX CHayana OCTaHaB/AVBaeT ABa APYrux: ABa obxoaa cpasy mewaroT Apyr Apyry. Cayxba zapret npwu

3TOM TOJIbKO OCTaHaB/IMBAETCA N OCTAETCA yCTaHOBﬂeHHOIz.



HwxHAA naHenb — NocToaHHbIe KHOMKW. CneBa nHcTpymeHTbl: CONFIGS, CTPATEITW, DNS, LISTS,
XKYPHA/, DIAGNOSTICS. Haxanu — MHCTPYMEHT OTKPbINACA Ha MeCTe CTPaHWULbl MPUAOXEHWA; HaXkanu
ewé pas (nam Esc) — BepHyaunce k npunoxernto. CONFIGS n DIAGNOSTICS paboTatoT ToNbko ¢
Zapret: korga seepxy BbiopaH ZAPRET 2 nan BYEDPI, oHun cepble n nognucaHbl «TONbKO Zapret».
OctanbHble cayxart Bcem Tpém: CTPATEMNIN nopbupatoT cTpaTernto Ana MHCTPYMEHTA, BbIBpaHHOToO
BBepxy, DNS 06w ana Windows, XXYPHAJ1 oTkpbiBaeTCcA Ha CTPOKaxX MHCTPYMEHTA, BbiIbpaHHOro
BBEpXy, a LISTS oTMeuaeT ero cTpoky B kaptouke MOV CANThI. Cnpasa UPDATE | START gelicteytoT
Ha NpuaoxeHve, BbibpaHHoe BBepxy. KHoMka, KoTopon Heyero genatb, cepas: UPDATE cepas, korga
06HOBAATL Heyero, START cepas, Korga NpuaoXeHue He yctaHoBaeHo. Korga npunoxeHuve pabotaer,

START npeBpaLaetca B STOP.

CTpoka coCTOsIHUSA Haj KHOMKaMn — nocaegHee coobuieHne nporpammbl (14 cekyHa) v, noka Maer

AONras onepaums, eé HazBaHue, nonoca xoga v kHonka CTOIM. Pagom JOURNAL (Ctrl+J) n F1 DOCS.

)XypHan 3anuvcbiBaeT BCE, UTO AenaeT NporpamMmma, U BbIBOA wWinws.exe. 3a Kaxkablil AeHb CBOW daiin B

._runtime\logs .

MNMepBbIK 3anyck

1. Boibepute BBepxy ZAPRET. Ecin nakeTta HeT, cepas HagMUCb «HE YCTaHOBIEH» — HaXXMUTe
UPDATE: nporpamma ckayaet nocnegHuin penans Flowseal n noctaBut ero B nanky | zapret-
discord-youtube psgom c cobon.

2. B xapTouke CTPATEIMUA Bribepute cTpatervto. He 3HaeTe kakyto — general (FAKE TLS AUTO)
06bIYHO XOpoLLee Havano.

3. Haxxmute START. O6x04 3anyLueH: ctpoka «O6xoa» cTana 3enéHOMW.

4. He pabotaet? Otkporite CTPATETUW, pexxum FTOTOBBIE, Haxxmute HAYATD: nporpamma

NPOBEPUT BCe CTPaTErnM 1 NOKaXeT, Kakne OTKPbIBatoT HobLLe CalToB.

5. PaboTaloLLyto CTPATErviio MOXHO NOCTaBuTh cayx60i Windows kHonkoi CNYXKBOW — Toraa

06x0/4 CTapTyeT BMECTE C CUCTEMOWA.

MonesHo ewwé: BkatoumTe H6e3onacHbii DNS B pa3gene DNS — 6e3 Hero npoBaizep nogmeHset

ajpeca 3ab10KMPOBaHHbIX CAUTOB, N HUKAKOW 06X04 He MOMOXET.

ZAPRET

COCTOAHME. Nanka Zapret (MOXHO yKa3aTb ApPYryto), Bepcma Ha ancke n Ha GitHub, uto 3anyweHo n
ecTb nn cnyxba. OCTAHOBWUTD racut winws.exe (1 cnyx6y, ecan oHa pabortaet); CHATb C/TYXKBY

ybupaert cayxby n gparisep WinDivert coBcem. [Tog KHOMKOW YCTaHOBKM CTOUT PAj KHOMOK, KOTOpPbIe



BCE 370 cHMMaroT: Te )xe OCTAHOBUTb 1 CHATb C/TYXKBY, OCTAHOBWUTb C/IYXKBY (cnyx<ba
ocTaérca ycTaHoBaeHHol), OCTAHOBUTb APAUBEP, YAANNUTb APAVUBEP v YA4ANIUTb ZAPRET.
[ApaviBep WinDivert obwwnii ana Zapret n zapret2: 06xozbl, KOTOpble ero gep>ar (winws.exe,
winws2.exe, cny>x6a), 0CTaHaBAMBaOTCA NePBbIMY, @ MPUY CleaytoLLem 3anycke ApanBep 3arpy>kaercs
cHoBa (WinDivert pernctpmpyeTtcs Ha BpeMs paboTbl, MO3TOMY OCTAHOBJ/IEHHbIV ApaliBep 06bIYHO
ncuesaet cam). YAAJINTb ZAPRET octaHaBavBaeT 06xog 1 ciyxby, CHUMaeT ciy>by n gpansep v
ctupaet nanky  Tools\zapret-discord-youtube  BmecTe c Bawwmmu cnuckamm | *—user.txt —

nocne BOrpoca; narka BHe nporpamMmmMmbl He CTUPAETCA (CHMMatOTCA TONBKO cny>K6a 7 p,pal‘/ﬁBep).

O6HoBneHve (UPDATE) yctpoeHo kak B ctapoM Audion Zapret Updater: «nanka ectb — OH6HOBUTb, HET
— nocTaBuUTb». ApXMB CKaumBaeTcs, noka Zapret ewé pabotaert (6e3 gpansepa GitHub moxet He
OTKPbITbCA); MOTOM CHUMAKOTCS Cy>6a, wWinws.exe 1 ApanBep; Balln CNUCKA  Lists\*—user.txt ,
HacTpowka nrpoBoro ¢punbTpa, pexmnm IPSet n daaxok nposepkn 06HOBNEHNI NEPEHOCATCA B HOBYHO
BEPCUIO; CTapOe CTUPAETCA, HOBOE JIOXMTCA Ha MecTo. Ecnn gpanBep He BbIrpy>aeTca — 3ameHa
roToBUTCA Ha cieaytolyto 3arpy3ky Windows. iMeHa B apxvBe NpoOBEPAIOTCA A0 pacnakoBKU: MyTb

HapyXy («..», ANCK, CETEBOW NYyTb), UM YCTpoKrcTBa Uam notok NTFS oTBepratoT BeCb apxmB.

CTPATETUA. Knonkmn-nepekntouatenn no umcay eannos  generalx.bat . Mog Humu: SANYCTUTD
(Winws.exe Co BceMu cnvckamu, 6e3 okHa KoHcoaw), CNTYXKBOU (aBTo3anyck), B MOJIE

KOHO®UTYPALLUWN (napameTtpbl yxoaaT B pa3gen CONFIGS), KOMAHAA (nonHasa KOMaHAHaa CTpoka,

MO>HO CKOMMPOBaTh).

®UNbTPbI. To xe, 4To NYHKTHI | service.bat : Game Filter (BbIKJI, TCP + UDP, TCP, UDP 1 nopTbl —
B Bepcusx ¢ 1.10), IPSet (HET, CITNCOK, BCE), npoBepka o6bHoBAeHWI B bat-parinax. ViameHeHus

BCTyMnatoT B CMJly NOC/e nepesanycka obxoga — pagom nosasasetca kHonka MEPE3SAMYCTUTDb
obXoA.

CONFIGS

MOJIE KOH®UTYPALLUW. MapameTpbl winws.exe TeKCTOM, Npoduab (BCE 4O ——new ) Ha CBOEM
cTpoke. NepemeHHble | %BIN% , %LISTS% , %GameFilterTCP% , %GameFilterUDP% nogactaBastoTcA
npwv 3anycke: KOHGUrypauua pabortaeT 13 Nt0b6OW Nanku 1 cregyeT 3a UrposbiM GuabTpom. KHomkm:
3ANYCTUTD, CHY)KBOVI, COXPAHWTDb B K3LWL, MPOBEPUTb (nokaxkeT KOMaHAHYO CTPOKY Y
HegocTarowme dannbl, Hu4ero He 3anyckas), HOBAA. Huxxe — KHOMKM roToBbIX CTpaTernii: HaXkaam —
napametpsbl sierv B none. Yun DNS nepeg 3anyckom no3BosifgeT NpmBa3aTb K KOHOUIypaLumn pexxmm

DNS; oH npumMeHseTca nepej 3anyckom.

K3LU KOHdJVIFYPALI,I/IVI. o 200 3anucen. Ctoga nonajaet BCE, UTO Bbl 3aMyckanl, COXPaHAAN UK

nposepsan B pasgene CTPATEMIN. Koraa Mecto KOHUMAOCh, YXOANT 3anmncb, KOTOPOWN He



No/ab30BaNNCh AOJblUE BCEX. 3BE3A0UKA 3aKpenaaeT 3annucb — 3aKpenéHHaa He YXOAUT HUKoraa.
Ecnun 3akpenneHbl Bce 200, HOBas He NOMECTUTCA: MPOrpamMMa CKaXkeT 06 3TOM, U HYXKHO OTKpPenuTb
VAW yaanuTb oaHy. Kpectuk yaansaert 3annck (3akpennéHHyro — nocae sonpoca). OHNCTUTDb
HE3AKPEMJIEHHBIE y61paet Bcg, kpoMe 3aKpennéHHbix. MoMcK ULLeT No Ha3BaHWIo, cTpaTerum,

napametpam. LLlenyok no ctpoke knag€T e€ B nose, P> 3anyckaer cpasy.
Kaw xpaHwutca B config\history\configs.json .

Paszmep. [Mose KOHOUrypaummn pactarmeaeTca No BbICOTE OKHa: TO, YTO BOKPYr Hero (Ha3saHue, DNS,
KHOIMKW, CTpaTernu), 3aHMMaeT CBOé MeCTO, a BCé ocTaBLueecs oTAaértca noato. OKHO OTKpbIBaeTcs
pasmepom 1280 x 860, npn KOTOPOM BCe KHOMKM pa3genia Ha BUAY, @ HA MEHbLLEM dKpaHe
yMeHbLIaeTca nog pabouyto ob6nactb. OKHO MOXHO TAHYTb; €C/IM OHO COBCEM HU3KOE, pasgen

NPOKPy4MBaeTCs, a He obpe3aeT KHOMKMW.

CTPATErA

Moabop ctpaternin ans DPI-nHCTpyMeHTa, BbI6paHHOro BBEPXY: NporpaMma caMma npobyeT BapuaHTbI
no oyepesmu 1 NokasbiBaeT, KAKOW OTKpbIBaeT HosbLue canToB. [Nepes NnogbopomM OHa cUMTaeT, CKONbKO
CanToB OTKpbIBaeTcs BoobLe 6e3 06xoaa, — UTOObI pe3ybTaT YMTancs Kak <13 3a610KMPOBaHHbIX
OTKPbINIOCh CTONbKO-TO». CanTbl 6epyTca n3 cnmcka Zapret utils\targets.txt (Discord, YouTube,
Google v apyrue), y ByeDPl — n3 cnucka ero xe Tecta  proxytest\domains.txt , y zapret2 — un3
060ux BMecTe (CBOEro y HEro HeT, a Ha OAHOW ceTu BbICTpble CaTbl cnncka Zapret MoryT Bce
OTKpbIBaTbCA 1 6e3 06x04a); eCm HY>KHOro cnucka Het, bepétca apyron. Mpoeepka: bbICTPO (no
OZHOMY CanTy U3 KaXAOW rpynnbl, 4O BOCbMW; Y CMNCKa C ABYMS-TPeEMS rpynnamMmn — 40 BOCbMU
CanToB NOPOBHY M3 rpynn; 6e3 nuHra) namn NOJIHO (Bce canTbl U NUHT). Yncno BapuaHToB: 8, 16, 24
nnn 48.

Ha ZAPRET — pexxumbl (UTO MeHATDb):

e [OTOBBIE — Bce cTpaternn naketa no oyepean. Camblii NPOCTOM CNOCOb HanTK pabouyto.

e TMOBTOPbI — meHseT | ——dpi-desync-repeats |y BbI6paHHOWN OCHOBbI.

¢ OBMAH — meHsieT  ——dpi-desync-fooling (ts, md5sig, badseq, badsum). PaboTaet, TonbkO
eCc/Iv NapamMeTp y>ke ecTb B CTpaTermu.

* PA3PE3 — meHseT | ——dpi-desync-split-pos (1,2, midsld, sniext+1...).

o BCE — npoxoant Tpu npeabiayLmx no ouepeaw; Ayylinii BapuaHT KaXxAoro Lara CTaHOBMTCA

OCHOBOW CleAytoLLero.

OcHoBa — ctpateruna n3 ZAPRET naun tekct n3 nona CONFIGS. Y ctpok pesynbtata: B MOJIE,

3AMYCTUTb, CNTY)KBOW, 38&310u4Ka. Bce npoBepeHHble BapyaHTbl KN1aZyTCA B K3LWU C OLLeHKOM (B



pexxvme TOTOBbBIE — naTtb y4ywnx, a He BCe ABaALaTh).

Ha ZAPRET 2 nposepsatotca 24 ctpatermm ana HTTPS (TLS) n3 npoeepkun aBTopa zapret2 —
blockcheck2 | B peno3utopum bol-van/zapret2: paspe3sbl ( multisplit , multidisorder ),
obMaHHble nakeTbl C pa3HbiMK cnocobammn obmaHa ( fake ¢ tcp_md5 , badsum , tcp_seq,

tcp_ts , ip_autottl ), ux coyeTtaHus, fakedsplit , fakeddisorder , hostfakesplit ,

tcpseg . Kaxaas BcTaét B npoduab TLS Bawero npeceta u3 pasgena ZAPRET 2 BMecTo ero cTpok | ——
lua-desync ; octanbHOe B npecete (apyrne npoduan, Gunbtpbl, Gariabl) He MeHsaeTcs. MNepBon
npoBepseTCca cTpaTerns, KoTopas CToMT TaM cenyac, — BUAHO, eCTb N UTO-TO Ayylle. Ha Bpems
nposepku Npoduan co cnuckomM  List-user.txt umTaroT €ro BMecTe C NpoBepseMbIMM CaviTamu,
caM Crncok He meHsaeTca. Y ctpok pesynbTata: B MMPECET (nocraeutb cTtpatervio B npopuab TLS
coxpaHuTb npecet) 1 MOAK/THOYUTD.

Ha BYEDPI npoBepstotca ctpaternu Tecta ByeDPl Manager — | proxytest\strategies.txt (60 B
nakeTe; NporpaMMa CoxpaHseT 3ToT daiin Npu 06HOBEHMI, TakK YTO BallW NpaBkun ocTatoTcs). s
Ka>k,0Wn 3anycKaeTca cBoM  ciadpi.exe Ha cBOHOAHOM MOPTY, N CaWTbl OTKPbLIBAKOTCA Yepe3 Hero Kak
Yyepes MPOKCK; Balle NMOAKAFOUYEHNE N CUCTEMHBIA MPOKCK He TPOoraroTCs, NpaBa agMMHNCTPaTopa He
Hy>Hbl. [TepBoV NnpoBepseTca cTpaterns us pasgena BYEDPI. Y ctpok: B MTAPAMETPbI v
noAKMOYANTD.

Moka naét noabop y Zapret 1 zapret2, o6xoa 3anyckaeTcs U OCTaHaBAMBAETCA A/ KaXAOro BapmaHTa
— WHTEPHET MOXET Ha CekyHAbl Nponaaate. PaboTaBLwmii 06xoa (Winws nam winws2) Ha Bpems
OCTaHaB/MBaeTCcA 1 nocse nogbopa Brkatountcs cHoa. CTOIM ocTaHaBAMBaeT Nocae TeKyLLEero
BapuaHTa. BapunaHT, kotopbii DPI-MHCTPYMEHT He MPUHAN UAN C KOTOPbIM OH OCTaHOBMW/CA BO BPeMS

NPOBEPKUN, MOKa3aH KPaCHbIM KPECTUKOM C I'Ipl/l‘-II/IHOI\/’I.

Pe3ynbTaTbl COPTUPYHOTCA: HO/bLLIE OTKPbITbIX CAUTOB, NPU PaBEHCTBE — MeHbLLEe BpeMs oTBeTa. Ecan

BCE OTKPbIBAE€TCA U bes o6xop,a, CPpaBHWTb BapWaHTbl Ha 3TOW CEeTU Henb3d — nporpamMmMa TaKk n CKa>keT.

YecTHO npo npeaen: nposepka naét no HTTPS-cartam. Nonoc Discord v urpbl no UDP eto He

NPOBEPSIOTCA.

DNS

Ob6xog 6eccuneH, noka npoBavgep noameHset oteeTbl DNS. Pexxnumbl: GOOGLE, CLOUDFLARE,
QUADY9, ADGUARD (cepBepbl AdGuard «no ymonyaHuto», 94.140.14.14 1 94.140.15.15 :
3a04HO HN1OKMPYHOT peknamy, Tpekepbl N GULLNHIOBbIE CalTbl; cepBepbl 6e3 GuabTPosB,

94 .140.14.140 | v | 94.140.14.141 , MOXHO BnncaTe B CBOW) u CBON. MPUMEHUTD cTaBuT

cepsepsbl (IPv4 n IPv6) Ha Bcex NOAKAOUEHHbBIX aganTepax C BbIXOAOM B MHTEPHET 1 BKAHOYaET



windpoaHme 3anpocos (DoH), ecam Windows 310 ymeet (Windows 11). lMepeg nepBbiM M3MeHeHMEM
coctosHne agantepoB coxpaHsaetcs; BEPHYTb KAK BblJ1O Bo3BpallaeT ero TOYHO: 3aJaHHble
BPY4YHyto cepBepbl BepHyTCa (IPv4 n IPv6 kaxaoe oTaenbHO), aBTOMaTUYeckne CHOBa CTaHyT
aBTOMaTnyeckmmu; 3anmcy DoH, koTopbix He 6b1a10, ByayT yH6paHbl, @ MpexHWe noayyat CBOU
3HaueHus. Agantep Haxoautca no ero GUID, a He no Homepy. AganTep, NOSBUBLUMACA MeXAY ABYMS
N3MEHEHVAMM, TOXE 3arnoMmnHaeTca (CO CBOMM COCTOAHMEM Ha TOT MOMEHT). Ecain uTto-TO He
BEPHY/I0Cb, MPOrpaMmMa roBopumT 06 3TOM 1 OCTaBASET 3TO B PE3E€PBHOM KOMUMK: KHOMKY MOXHO HaxXaTb
ewé pa3. Owmnbka 3anncm — 310 owmnbka: «DNS n3meHEH» NosBASETCA, TONBKO KOrAa ajantep
AENCTBUTEIbHO MOKa3blBaeT HOBbIE CEPBEPSI; ECAN He BKAHOUMNOCH WindpoBaHme DoH, cka3aHo 1 06

3TOM.

Ceow DNS. B none «Csont DNS» — ogHa cTpoka: IP-agpeca cepsepoB (IPv4 u IPv6) n, ecan Hy>Ho,
appec DoH ( https://.. ), yepe3 npoben nam 3anatyro. Hanpumep: | 1.1.1.1, 1.0.0.1,

https://cloudflare-dns.com/dns—query . Kak 3T0 NOHMMaeTcs:

e Aapec DoH oTHOCUTCA KO BCEM yKa3zaHHbIM cepBepaM — yKasblBalTe cepBepbl O4HOrO
nposavjepa.
e OawnH agpec DoH 6e3 cepBepoB TOXe rogMTCa: CepBEPbl NporpaMmmMa HauAET No ero UMeHu (Mam

BO3bMET agpec, 3anuncaHHbI B caMom agpece DoH).

e Windows ymeeT Tonbko agpeca cepsepoB 1 DoH;  tls:// , quic:// wn sdns:// nporpamma
Ha30BET HEMOAXOAALMMM U HE MPUMET.

e [lone coxpaHseTca camo, KOraa Bbl U3 HEro BbIWAW. Hauanm neyatatb — BK/IOYAETCA PEXUM
CBOM.

e MPOBEPUTD 3a1a&T Kaxxa0My yKazaHHOMY cepBepy 1 agpecy DoH HacTosLwmin Bonpoc ¢ 3Toro
KOMMbOTEPA 1 MOKa3blBaeT, OTBEYAIOT M OHWN U1 3a CKONbKO. HMYero He MeHseT, npaea
aAMUHUCTPaTopa He Hy>Hbl. Monvalymi IPv6-cepBep He cuMTaeTca MONOMKOW: Y MHOTUX CeTeln

IPv6 HeT.

Pexxum CBOW ectb 1 B pasgene CONFIGS cpean pexknmos «DNS nepeg 3anyCcKom»: 3anuncb B KaLLe

XPaHUT CBOU CepBePbl LEJIMKOM U HE 3aBUCUT OT TOrO, YTO B Noae CerogHA.

Ecnn y Bac poytep Keenetic, Bkntoumte B HEM «TpaH3UT 3aNpoCoB».

LISTS

MOW CAUTHI. MNMepBas KapTO4Ka pasjena — O4HO MECTO A/1s CalTOB, KOTOPbIE AOXKHbI OTKPbIBATbCA
yepes o6xoa. CBepxy otmeTkum rotoBbix cepeucos: YOUTUBE, DISCORD, TELEGRAM, X (TWITTER) n
META: FACEBOOK, INSTAGRAM, THREADS, WHATSAPP. OtmeTka KnagéT BCe AOMeHbl cepBuca —



CaWT, KapTMHKM N BUAEO, KOPOTKME ccbinkm (cnmckn — no itdoginfo/allow-domains); uto MMeHHO
BXOAMT, CKa3aHO B Mogckaske. Huxe nose 4i1a CBOMX CavToOB: MO JOMEHY B CTPOKE, MOAAOMEHbI
yumnTbiBatoTca camun. OTmeTka cpabatbiBaeT cpasy, nose — no COXPAHUTb (OTMEHUTDb MPABKY
BO3BpaLLaeT COXPaHEHHOE); CTPOKM, KOTOPble He JOMEH, OTOpackIBatOTCA U NoacumTbiBaroTCA. [pn
nepBOM 3anycke OTMeYeHbl BCe NATb CEPBUCOB, a AOMEHbI, KOTOpbIe Bbl BNcann B list—general-

user.txt camu, nepexoasT B nose: B dalise ocTaroTcs KOMMEHTapUK U CTpoka-obpasel,

Bcé BmecTe 3anumcbiBaeTca B Kaxabli DPI-MHCTpYMEHT, OTMeYeHHbIn Ynnammn 3anucbiBatb B: (ZAPRET,
ZAPRET 2, BYEDPI; no ymonuaHuto ZAPRET) — Tak e, kak Habopbl Huxe: y Zapret B | list-general-

user.txt , y zapret2 B list-user.txt (6n10kom my-sites ), y ByeDPI B hosts.txt . [log unnamum
y Kaxgoro DPI-MHCTpyMeHTa CTpoKa: CKOIbKO AOMEHOB M aZpPeCcoB IEXUT B €ro cnmckax cerdac (Ymcna
ynTatotca n3 camux dannos). O6xon DPI oTKpbIBaeT caiT, KOTOPbLIA MPOBAKAEP PEXET NO UMEHWU; eCcn

CepBUC pexyT No agpecam, nomoxxet Toabko VPN.

CMNCKWU U3 GITHUB. Zapret 06xoanT 610KMPOBKY TONBKO AJ/1s1 CAUTOB M afpPeCcoB N3 CBOUX CMUCKOB.
34ecb NOAKNOYAOTCA roToBble Bonblne cnnckun ana Poccmm; nx nybamnkytot Ha GitHub n obHoBAsOT
KaXXAbIN AeHb WM Yalle, a NporpaMmMa cKkaumBaeT Ux NPsSMO OTTyAa (TONbKO C

raw.githubusercontent.com ):

Ha6op Yro 310 3anuceii

runetfreedom - ru-blocked- appeca n3 community.antifilter.download: 3a6aoknpoBaHHble, | okoao 900

community O KOTOPbIX COOBLLMAN NOIb30BaTENM

runetfreedom - ru-blocked BCe 3ab/10KkMpoBaHHble agpeca v nogcetu (antifilter.download) = okoso 88
ThiCAY

runetfreedom - re-filter (IP) agpeca npoekTa refilter okoso 25
ThiCAY

Refilter - domains_all (zomeHbI) MOJIHbIA CMNCOK 3a610KMPOBaHHbIX AOoMeHOB refilter okono 80
ThiCAY

oz VPN: runetfreedom - MOZCETN TPEX CEPBUCOB LLENNKOM okono 150

Telegram, Twitter, Facebook

o015 VPN: Discord (noacetn) nogcetun Discord: itdoginfo/allow-domains u refilter 0KOJ0 2
300
oss VPN: itdoginfo - Russia 3a6/10KMPOBaHHOE BMEPEMELLKY C CalnTaMu, KOTOpble CaMu okono 1

inside (goMeHbI) 3akpblBatoTca o1 Poccum (reob6a0k) 200



Ha6op Yro 310 3anuceii
oz VPN: Retfilter - community CaNTbl, KOTOPbIE He 3abJ0KMPOBaHbI, HO CaMV 3aKpbIBatOT okosio 700
(aomeHblI) aoctyn u3 Poccumn

Habopbl pasgeneHbl Ha gBe rpynnbl. 3abnokMpoBaHHble B Poccmn — 10, UTO POCKOMHaA30p pexeT
no DPI: ux 06xoa 1 oTKpbIBaeT, MO3TOMY BKAFOUEHHbIN Habop nuweTtca B cnvckn DPI-MHcTpymeHTOB.
Ana VPN — He cnnckun 610KMPOBOK, a CarTbl, KOTOPbIE CaMM 3aKPbIBaKOTCA OT POCCUMUCKUX aApPeCcoB, U
uenble cetn cepuncoB: 06xog DPI nx He oTkpoeT, nx HanpaaaroT vYepe3 VPN. Takon Habop
ckaumBaetca 1 obHosasAeTca, ero 6epyt kHonkn AKCMOPT IP... 1 3KCMOPT BCErO... — ansa VPN-
KAVEHTa, HO B CNUCKMN DPI-MHCTPYMEHTOB OH He NULLEeTCS: MHaye Yyepe3 o6xoa nownu 6bl AnLLHNE
canTbl. Habop ans VPN, KOTOpbIN 3anncana NpexHsas Bepcus nporpaMmsl, Npu 3anycke youpaercs u3

cnnckoB DPI-nHCTpyMeHTOB cam.

Cnuckm runetfreedom/russia-blocked-geoip o6HoBAsIOTCA pa3 B 6 YacOB U1 AenaroTcs U3
antifilter.download u refilter (GPL-3.0). ¥ aByx 60onblumx Habopos (ru-blocked n domains_all) B
noZckaske ecTb NpeAynpexXaeHne: OHU AeNatoT CUCKU 3aMeTHO AJIMHHEe, @ WINWS YMTaeT UX npu

Ka>XaA0M 3anycke.

Kak 3to pabotaet: unn BKJ1 y Habopa — Becb XecT. BkntouéHHbIn Habop 3a610KknMpoBaHHOTO
3anucbiBaeTca B CNUcky DPI-MHCTpyMeHTOB, OTMeYeHHbIX YunaMmm 3anucbiBaTtb B: B kKapTouke MOU
CAITbI. Y Zapret oH n0XuTCA G1OKOM MeXAY ABYMs CTPOKaMU-MeTKaMM 3Toii nporpammel ( #
>>> Audion DPI Manager: uma | sanucen | pata .. # <<< Audion DPI Manager: wums )
AOMeHbl nayT B | list-general-user.txt , agpeca — B HacTtoAwWwmn cnucok IPSet ( ipset-all.txt |,
a noka pexwum IPSet HET nan BCE — B ero konuto | ipset-all. txt.backup , rae cnvncok xaér). Bawwm
COBCTBEHHbIE CTPOKWN PSAAOM He TPOratoTCsa HMKOraa, a 610kM yorpatoTcs Mo MeTKam: BbIKJAHUNAM
Habop — dawin BepHyaca 6anT B 6alT TaknM, Kakum 6bi1. Kak 310 ycTpoeHo y aByx apyrux DPI-

WHCTPYMEHTOB — HWXXe, B pasgene «Cnncku ansa zapret2 n ByeDPI».

e Appeca pa6oratot Tonbko B pexxume IPSet CITIUCOK. Ceexuii naket Flowseal ctout B pexxume
HET. Korga Bbl BkAtouaeTe Habop € agpecamu, a pexnm Apyron, nporpaMmma Crnpocur,
NepekItoUnNTb 1N €ro: pexxmm — Ball, 6e3 Bonpoca oHa ero He MmeHseT. lomeHbl n3 HabopoB

paboTatoT B Nt060OM pexunme.

e KHonka U y Habopa ckaumBaeT ero 3aHOBO, 3HAaUYOK PAAOM OTKPbIBaeT peno3utopuin Ha GitHub.
OBHOBUTb BKJ/IOYEHHbIE — Bce BrAtOUéHHbIe cpasy. Ynn PA3 B CYTKW: noka OKHO OTKPbITO,
BK/IFOUEHHbIE Habopbl, KOTOPbIM BoAbLLe 23 YacoB, CKauMBatoTCA camu (Yepes 25 cekyHA nocne
3anycka, NOTOM nposepka pa3 B vac). CkavyaHHOe NpoBepsAeTca NOCTPOYHO (agpeca, MOACeTH,

LAOMEHbI), Mycop OTObpacbiBaeTCs; NyCTON UM CIOMaHHbIA OTBET HE 3aMeHSAET CTapbl CMIUCOK.



e [locne obHOBAEHMA UM NepeyCTaHOBKM NakeTa Zapret BKAHOUYEHHbIE HABOPbI 3aMMCbIBAOTCA B
Hero 3aHoBoO. [Nlocsie OBHOBWUTb CMNCOK IPSET Toxce.

e YBPATb U3 DPI-MHCTPYMEHTOB y6upaet n3 cnnckos Bcex DPI-MHCTpymMeHTOB BCE, UTO
3anucana nporpamMmma, 1 BblkNtoYaeT Habopbl, MOW CalTbl TOXE; CaMu Habopbl OCTaOTCA U

BKJIKOYAKOTCS CHOBA, MOW CalTbl BO3BpaLyaet otmetka nnm COXPAHUTD.

Cnuckum ana zapret2 v ByeDPI. ToT xxe Habop MOXHO 3anucatb 1 B gBa Apyrmux DPl-nHctpymeHTa —
BKJIOUMTE WX UMMbl B «3anucbiBaTh B:» (kapTouka MOV CATbI). DPI-UHCTPYMEHT A0oXeH 6biTh
YCTaHOBJIEH; €C/IN HET, MpOorpamMmMa Tak 1 CKaXKeT U HUYero A/d Hero He nNnpuayMmaer (3anuviieT nocne

YyCTaHOBKM). Y Kaxaoro DPI-MHCTpyMeHTa CMMCKN YMTaroTCa NO-CBOEMY, MO3TOMY YCTPOEHO pasHoe:

DPI- Kyaa nuwertca Kak ncnonb3syerca

MHCTPYMEHT

ZAPRET list—-general-user.txt  n cnucok IPSet nakera, KaK 1 paHblle; ajpeca — TOJIbKO B
6710kaMu MO MeTKaM pexume IPSet CICOK

ZAPRET 2 AOMeHbl — | Tools\zapret2\lists\list- JAOMeHbI paboTatoT cpasy: npoduau
user.txt , agpeca — obpasLia oTbmpatoT Tpaduk no | List-
Tools\zapret2\lists\ipset-user.txt , user.txt . [lna agpecoB Hy>XHbI
610KkaMu No MeTkaM (y zapret2 B cmMcKax MOXHO npodwam ¢ ——ipset : KHomka
nuncatb KOMMeHTapun | # ) NPO®UIN ANA AAPECOB B pasgene

ZAPRET 2. winws2 nepeuynTbiBaeT

M3MEHEHHbIN CMUCOK CaMm

BYEDPI Tools\ByeDPI\lists\hosts.txt u ipset.txt |, TOJIbKO Korga B pasgene BYEDPI
LLesIMKOM 13 3anucei (y ciadpi HET KOMMeHTapueB, BKJIKOUYEH PEXUM «MO CrncKam»

MeTKM B ero dainax ctanv 6bl «JoMeHaMmn»)

VImeHa, koTopble ciadpi He NoHMMaeT (Hanpumep, ¢ NogYépkmBaHmem), B dain ByeDPI He nonagatoT:
WX YMCN0 NporpaMMa HasbliBaeT. [yctoi dann  ipset-user.txt y zapret2 o3Hauan 6bl «1H060M
ajpec», MO3TOMY B HEM BCerga OCTaérca ogHa 6e3onacHaa ctpoka 203.0.113.113/32 —kaky

pexwuma HET B Flowseal.
CBOU CINMNUCKU - UMIMOPT U SKCIOPT.

e MMMOPT ®AWUNA... 6epét pavn .txt , .lst, .csv (no3anucu B CcTpoke, # —
KOMMEHTapWin) NAN apxmB, COXpaHEHHbIM kHonkon SKCIMOPT BCEFO. Yto BHyTpK — agpeca nau
AOMeHbI, MporpamMa onpegenseT cama. CTpoku, KOTOopble He agpec U He AOMEH, OTOPaChIBAOTCA U

noagcynTbiBakOTCA. ®ann c TeM Xe MMEHEM 3aMeHseT npe>|<Hv1|7| CrncCok.

e BCTABUTDb U3 BY®DEPA senaet T0 Xe ¢ TekcToM 13 bydpepa obmeHa (cnvcok «3 bydepa»).



e JKCIOPT IP... coxpaHseT B TEKCTOBbIA Gain BCe agpeca U NOACETU BKAOUYEHHbBIX HABOPOB, No

OZlHOMY B CTPOKe, — YTOObI B3ATb UX B APYryrO Mporpammy.

e JKCIOPT BCErO... coxpaHseT apxuB | .zip : Bce Habopbl C COAEP>XKMMbIM, MOW CalTbl (Noae n
OTMETKM) M TPW BaLLMX CNMCKa 13 naketa Zapret (6e3 610koB HabopoB). TOT Xxe apxuB
BO3BpaLlLaercs kHonkon MIMOPT DANIA, Ha APYroM KOMMbLOTEpe TOoXe: Habopbl 3aMeEHAIOTCS

OAHOI/IMéHHbIe, Balln CrNCKK rNMakeTa CAMBarOTCA NOCTPOYHO C TEMU, UTO TaM €CTb.

3anucy NpoBepAKOTCA Tak: afpec — YeTbipe uncna yepes Touky uam IPve, ¢ AnnHon mackm nam 6es;
oTbpacbiBaroTCcA /0, 0.x.x.x , 127.x.X.x , 224 v Bbiwe (OT HMX B ipset oanH Bpes). lomeH — nms
C TOYKOW; PErnucTp, *. 1 TOYKM MO KpasM ybupatotca. Habopsbl xpaHATcA B

config\history\lists\ .

®AWNNDbI ZAPRET — cnucku naketa Flowseal: UCK/TFOYEHUA, IP-UCK/TFOYEHUA — Balwuw,
PefaKTUPYHOTCS; OCTabHbIe IeXaT B MakeTe Y OTKPbIBAKOTCA TOIbKO AN UTeHMs. [TPpOCMOTp HUKOrAa
He Cco34aéT $arNoB: HeCYLLLECTBYHOLLMI CBOW CMMCOK NMOKa3bIBAET TEKCT, KOTOPbIN co34an Obl

service.bat |

IPSET. OBHOBUTb CMMNCOK IPSET ckaunBaet cBexxuii  ipset-all.txt (Habopebl c agpecamu nocne

3TOro 3anMnCbiBatOTCSA B HEFrO 3aHOBO).

HOSTS. ®aiin hosts unHut Beb6-Bepcuto Telegram v ronocosow yat Discord. MPOBEPUTbD cpaBHuBaeT
ero c atanoHom Flowseal; SAMTUCATb B HOSTS gonucbiBaeT 610k MexXay AByMS CTPOKaMU-MeTKaMu
3TOM Nporpammbl (Nepes 3Tum genaetcs konus B | ._runtime ); YBPATb BJIOK y6vpaeT MMeHHO Hall

610K MO MeTKaM, OCTa/ibHOe He TporaeTcs.

XYPHAN

Xneow xxypHan DPI-MHCTPYyMEHTOB: CTPOKM, KOTOPbIE MeYyaTtatoT | winws.exe , winws2.exe M
ciadpi.exe , korga nporpaMma Mx 3amyckaeT, 1 cobbITMA MX 3amycka U OCTaHOBKM, C CaMOro 3anycka
nporpammel. 3T0 XypHaa HuxHen naHenn (Ctrl+J), pazobpaHHbin no DPI-nHctpymeHTam: umnel BCE,
ZAPRET, ZAPRET 2, BYEDPI. Pa3zen oTkpbIBaeTCA Ha YmMne MHCTPYMEHTa, BbiIGpPaHHOrO BBEPXY.
MANAGER noka3sbIBaeT XypHas, Kotopbli ByeDPI Manager BeséT B cBoéM daine
( Tools\ByeDPI\logs\bdmanager_pata.log ), no mepe pocta. C/IEAVNTb npokpy4ymBaeT K HOBbIM
ctpokam, KOTMMPOBATb knagét nokasaHHoe B bydpep obmeHa, OYNCTUTb SKPAH onycTowiaeTt skpaH
(baiinbl octarotcs), PAVS XXYPHAJIA oTkpbiBaeT daiin 3a AeHb B BokHoTe. BbiBoa ciyx6bl 1

nporpamMm, 3anyLeHHbIX HE U3 3TOro0 OKHa, MPOYnNTaTb HEJIb3A: Windows ero He BbIAaéT.



DIAGNOSTICS

MyHkT Run Diagnostics n3 | service.bat Ttabaunuen: cnyxxba Base Filtering Engine, cuctemHbin
npokcu, metkn BpemeHn TCP, Adguard, Killer, Intel Connectivity, Check Point, SmartByte, davinbi
obxoza (aHTMBUMPYC YacTo youpaet apansep), VPN, 6e3onacHbin DNS, hosts, nyTe ¢ kupuannueni nam B
OneDrive, avwHui apansep WinDivert, cnyxc6bl gpyrnx 06xo0B. 3e1€HbIN — B nopsazke, ronybomn —
COBET, IHTapPHbIN — 3aMeYaHune, opaHXeBbl — Npobaema. [4e nporpammMa ymeeT ncnpaBuTb —
psagom kHonka. OYUCTUTDb K3LLU DISCORD 3akpbiBaet Discord n yaanset ero kaw (BXoguTb 3aHOBO

He NpuAETcs).

[MpocMOTp HNYero He MeHsAeT. EAMHCTBEHHOE VUCKJIFOUYEHME TO Xe, YTO Y | service.bat : meTku

BpemeHn TCP nporpamma BktOUaeT cama Npu 3anycke obxoaa.

ZAPRET 2

Bropoe nokoneHne DPI-nHcTpymeHTa oT bol-van: ctpaternm — nporpamMmsbl Ha si3bike Lua, winws2.exe
nmwb nepexsatbiBaeT Tpaduk. UPDATE (van YCTAHOBUTD B pasgene) ckaumBaeT penuns n 6epét u3
Hero ans Windows Tonbko Hy>KHoe: winws2.exe , gpariBep WinDivert, lua\ , files\fake\ ,
obpasubl puabTpo.. Bcé nexunt B | Tools\zapret2 . O6HOBAEHME NPOBEPAET apXxMB 1 pacnakoBbiBaeT
ero paaoM, 3ateM ybmpaeT cTapoe B CTOPOHY M KNafET HOBOE; ecv Gain 3aHAT, MPEXHAS BepCus
BO3BpaLLaeTcs LesmKom. Pagom ¢ kHomnkon yctaHoBku ctoaT OTK/TKOYNTb, OCTAHOBUTb
APAVBEP, YAANUTb APAVBEP (apamsep WinDivert o6wwmin ¢ Zapret) n YAAJINTb ZAPRET 2:

nanka Tools\zapret2 cTtupaertcs BMmecTe co cnmvckamu, npecet B | config\zapret2 ocraércs.

FoToBbix cTpaternin ana Windows B penmvse HeT. 3aecb oanH MPECET — npumep «http, https, quic» 13
AOKYMeHTaumnm zapret2 — B nosae, KOTOPOe Bbl NpaBuTe; OH paboTtaeT no cnucky gomeHos A OMEHDI
(n3HavanbHO YouTube 1 Discord). Mown cantbl n Habopebl ¢ GitHub (pasgen LISTS, unn ZAPRET 2)

AOMNNCbIBAaKOTCA B 3TOT q)a17|n 6nokamu:; 34€eCb Bbl BUANTE N NPABUTE TOJIbLKO CBOU CTPOKMW.

Yun NMPOPUNU ANA AAPECOB pfobasnseT K kaxkaoMy npoduato npeceta, KOTOPbIA oTbupaet
Tpaduk no | list-user.txt , Takon xe npodunb no lists\ipset-user.txt — tyaa LISTS knagér
aapeca Habopos. Konuu CTOAT NOc/ie OPUTMHANOB: UMSA U3 CNUCKa AOMEHOB CU/IbHEE, a aApec NOBUT
1O, y yero umeHu Het (QUIC, 3BoHkM). KonnpyeTca Tonbko npoduabHas Yactb ( ——filter-.. , | ——lua-
desync ...), obwwme napameTpsbl ( ——lua-init , --blob , ——wf-.. ) ocTatoTcs B O4HOM 3K3emnaspe.
MNpeceT coxpaHAeTca cpasy; BbIKNKOUYMAN YN — KONUKM yOpanncb, npeceT BepHyaca 6anT B 6anT.
MPOBEPUTb nokaxeT KOMaHAHYO CTPOKY 1 HeAocTarowme dannbl. | %Z2% B TeKCTe — narnka

Tools\zapret2 . START 3anyckaeT winws2.exe C NpeceToM 13 Noas (faxke He COXPaHEHHbIM;



coxpaHseTca npwu 3anycke). [Moabop cTpaternn ana zapret2 — BpyuHyto: blockcheck? B penvze ans

Windows He nocrtasadercs.

BYEDPI

UPDATE craBuTt naket ByeDPI Manager «All in One» B | Tools\ByeDPI : OKHO ynpaB/ieHus,
ciadpi.exe , ProxiFyre n yctaHoBLWMKN 3aBUCMMOCTen. HacTtponkn Manager (| config ) n cnmckm
nposepku ( proxytest ) npy o6HOBAEHUN He 3aTparvBatoTCs. ADXMB CHayana NpoBepPSEeTCA U
pacnakoBbIBAETCA PAAOM; 3aTEM (ali/ibl 3aMEHAROTCSH, @ €C/IM KAaKOW-TO 3aHAT APYror NporpamMmMol, Bcé
BO3BpaLLaeTcs Kak 6b10 1 Bepcus ocTaétca npexHen. Pagom ctoatr OTK/IFOYUTb v YA4AJIUTD
BYEDPI: nogkntoueHme CHMMAaEeTCa, CUCTEMHBIN NPOKCKU BO3BpaLLaeTcs, okHO Manager u ProxiFyre n3
3TOW Manku 3akpbiBatoTCcs, Nanka Tools\ByeDPI ctupaetcs. [lparisepay ByeDPI HeT (310 npokcu);
Windows Packet Filter n3 nankun redist , ecav Bbl ctaBuam ero gns ProxiFyre, octaérca B Windows —

ero CHUMakT B <<|_|pVIJ'IO)KeHVI$|X>>.

OTKPbITb MANAGER 3anyckaeT ero okHo (noabop crtpaterunu, pexxum ProxiFyre ans otaenbHbIx
nporpamm). BABUCUMOCTMU oTkpbiBaeT nanky  redist — Windows Packet Filter n Visual C++ 2022

HY>KHbI TONIbKO Ans ProxiFyre.

MNOAK/NTFOYEHUE — npocToe:  ciadpi.exe Ha OKaAbHOM MOPTY MAKOC CUCTEMHbIV MPOKCH
Windows ( socks5://127.0.0.1:nopT ). B3ATb N3 MANAGER 6epét napameTpbl 1 NOpT 13 ero
HacTpoek. [Mpy OTKAOUEHUN NPEXHUI NMPOKCK BO3BPALLLAETCA, €C/IM 3@ 3TO BPEMSA €ro He U3MeHMa
Apyras nporpamma. Ctpatervsa no ymonyaHmto — | —dl —d3+s —-s6+s —-d9+s -sl2+s —-d15+s -
s20+s —-d25+s -s30+s -d35+s -rl+s -S -al -As -dl -d3+s -s6+s —-d9+s -sl2+s —-d15+s -
s20+s -d25+s -s30+s —-d35+s —S -al : gBe rpynnbl pa3pe3os u disorder no SNI, BTopas (nocne | —
As ) pabortaer, korga nomaetca TLS. | =S  (md5sig) ecTb TonbKO B Linux, noatoMy nporpamma ybupaet
€ro 13 KOMaHAHOM CTPpoKn — Tak AgenaeT n ByeDPI Manager B Windows. ®aiin HacTpoek, rae ewé
CTOUT YMOYaHME NPEXHUX BEPCUM, MONYyYaET HOBOE; CTpaTerns, KOTOPYH Bbl Hanucaan camu, He

TporaeTcs.

Mo CNUCKAM — BbIKJ1, MO AOMEHAM, NO AAPECAM. ByeDPI ymeeT orpaHM4nTb CTpaTernto
cnuckom: | ——hosts hann (TONbKO 3TN JOMEHbI, MOAAOMEHBI YUNTbIBAOTCA) MAM  ——ipset dann
(TonbKO 3TK agpeca); octanbHON TpadumK NAET Kak ecTb. Cnnckm — Habopebl 13 LISTS (umn BYEDPI):
daninbl | Tools\ByeDPI\lists\hosts.txt un ipset.txt . Kak nporpamma BCTaBaseT orpaHn4YeHue:
ciadpi 4ennt napameTpbl Ha rpynnbl NO KaXaomy  ——auto ( —A ), U YyCIOBUA NPOBEPAIOTCSA B KaXAOW
rpynne oTAenbHo, No3ToMy  ——hosts / ——ipset CTaBUTCA B Ha4aNo KaXKAOM rpynnbl — MHaye
rpynna 6e3 orpaHnyeHuns npogoaxana 6bl pabotaTtb Ansa Bcex cantoB. CTpaTervs, y KOTOPOU y>e ecTb

cBon  ——hosts / —-ipset , ocTaérca Kak Bbl €€ Hanucann. [lomeHbl U agpeca BMecTe He



COBMELLLAIOTCA: YC/IOBUA B OLHOW rpynmne CKAafblBaroTCA No «V», Tak YTo pexxum BbibupaeTca OAvH.
Ecnn ans pexxuma HeT HYM OAHOWM 3anmncK, MOAKAOYEHNE He 3anycKaeTcs U roBOpuT noyemy (ciadpi ¢
NyCTbIM CMIUCKOM He npuMeHun 6bl Huyero). KOMAH/AA nokasbiBaeT UTOTOBYHO KOMaHZAHYH CTPOKY U

Haxo4AnT NMOMeXKN, HNYEro He 3arnyckas.

KomaHpHaa cTtpoka

[lBe KomaHAbl paboTatoT 6e3 OkHa, AA coopLinKa penmrsa (npaBa agMUHUCTPATOPa MM HE HY>KHbI,
3anpoca UAC Her; kog 3aBepweHnsa 0 — BCE, UTo npocuau, caenaHo, 1 — 4to-To He BbIWNO, 2 —

KOMaHJa He MoHATa):

e App\AudionDpiManager.exe —-install-apps [all|zapret|zapret2|byedpi] [-—force]
CTaBMWT TO, 4TO cTaBAT kHoMkM UPDATE: naket Flowseal B | Tools\zapret-discord-youtube ,
zapret2 B | Tools\zapret2 , ByeDPl Manager B Tools\ByeDPI . be3  --force — TO/JbKO TO, Yero

HET NN YTO BbILLJIO HOBEE.

e App\AudionDpiManager.exe —--reset—apps BO3BpaLlaeT yCTaHOBJEHHbIE MPUIOXEHNA K NX
CcOHCTBEHHOMY YMOAYaHKIO: 610KM 3TOM Nporpammbl B cnuckax Flowseal, cobcTBeHHble cnvckm | *—
user.txt wu ¢unbTp mrp Flowseal, gBa cnvcka zapret2, darnbl cnnckos ByeDPI, dainbl xypHanos.
Camu npuaoXeHns octatoTcA. TONbKO TO, YTO NIEXUT B Nnanke npoekTa: nakeT Flowseal, Ha KOToOpbIN
YKa3blBatOT HAaCTPOWMKWN BHE MpoeKTa (Mau CCblKa Ha APYryro narky), He TPOraeTcs; CCblAKN
(junction) BHyTpu naketa — | lists , utils — ToXe He 06XOAATCA: OUMCTKA UX Ha3bIBaeT U

npomnyckaer.

B cbopuymke 3o war [06] INSTALL APPS davna builder_main.cmd w nepsoe, yto genaet
cleanup_project.cmd . 3aTem umnctka yobupaet Tools\ wueAnKoM: B BbIMYCK Yy>KMe NPUIOXKEHNS He
nayt, nx ckaumsarot kHonku UPDATE. Ctapas nanka Flowseal B kopHe ocTaétca — ans Heé cobpoc u
Hy>eH. ELé uncTtka ybmpaet config\settings.json (nporpamma ctapTyeT No yMOJYAHWUIO: PYyCCKNM
A3bIK 1 TEMHAA TeMa), NCTOPUIO, XXyPHasbl 1 Nanku cbopkun. H1 ogHa 13 komaHg He cobupaet

nporpamMmy, a 4YMctka HN4Yero He CtTaBuT.

ByeDPI: napameTtpbl n HacTtpoiikm Manager

MAPAMETPBbIL... oTKpbIBaeT CNMCOK BCex MapamMeTpoB  ciadpi.exe Mo rpymnnam ero pykoBOACTBa
(noaknroYeHne, orpaHnyeHne o6aacTy, aBTOMaTUYECKMI PEXMNM, NPUEMbI 06X0aa, ToNbKO Linux): y
KaXaoro KpaTtkoe nosicHeHune n kHonka BCTABUTD, kotopas ctaBuT rotoBbiv WabaoH napameTpa B
KOHeL, nons napamMeTpoB. [1onck cy>xaeT CNMCoK MO Ha3BaHWIO WKW C1oBY. [lapaMeTpbl, KOTOpbIE ecTb
TO/IbKO B Linux, TOXe noka3saHbl, C MOMETKON «He aencTByeT Ha Windows»: nporpamma ybupaet vx us

KOMaHZAHOW CTPOKMK, Kak 3To genaeT ByeDPI Manager.



HACTPOMKWN MANAGER nokasbiBatoT 1 MeHsoT daiin HacTpoek ByeDPl Manager

( Tools\ByeDPI\config\settings.json ), Te Xe, UTO Ha BKJaZKax €ro OKHa: MapLLUpyTU3aLnto
(BbIKJ1, PROXIFYRE, CUCTEMHbIV MPOKCW), LAN, cnvcok nporpamm ans ProxiFyre (B cTpoke ums
npoLiecca, exe Uam nanka; KHOmnKm OAWN... v MATIKA... 406aBAAOT MX) U NOBEAEHME OKHa
(noakntoUaTbCA NpU 3anycke, 3anyckatb CBEPHYTbIM, cBopaymBaTb B Tpein). COXPAHUTb B MANAGER
MULLET TOIbKO 3TU KJOUW, OCTanbHOe B daisie (A3blK, ropAaYvan KaaBuLLIa, NCTOPUSA CTpaTerui) OCTaéTcs.
OTAATb B MANAGER B kapTOuke NOAKNHOYEHNA 3aNNCbIBAET B TOT Xe darin napaMeTpbl U NOPT U3
noneu, B3ATb N3 MANAGER genaet obpatHoe. Manager yvTaet dann npu 3anycke v nuweT npu
3aKpbITUKN, NO3TOMY MPU COXPAHEHWUN 34eCb €r0 OKHO JOKHO ObITb 3aKPbITO: NOKa OHO OTKPbLITO,
nporpaMmma nucatb OTKa3blBaeTcA. [oAkoUeHMe 3TOro pasgena HaCTPOMKN MapLIpyTM3aL MK He
MCNonb3yeT, 3anyck nporpamm vepes ProxiFyre, noabop ctpateruni n aBto3anyck ¢ Windows aenaet

camo okHO Manager (OTKPbITb MANAGER).

Uto nporpamma MeHsieT Ha MalunHe

e 3anyckaeT n ocTaHaBAMBaeT winws.exe / winws2.exe / ciadpi.exe ; 3anyck ogHOro
OCTaHaB/NMBAET OCTa/IbHbIE.
e CraBuT 1 CHMMaeT cyx0by  zapret , octaHaBavBaeT n yganaeT gpansep WinDivert (no kHonkam).

CTupaet nankun yctaHOBJ/IEHHbIX MHCTPYyMeHTOoB (kHonku YAAJINTD, nocne sBonpoca).

e Bkarouaetr meTkn BpemeHu TCP ((netsh interface tcp set global timestamps=enabled ).

e MeHset DNS agantepos (pa3gen DNS) n cuctemHbin npokcn (BYEDPI — MOAKNHOUYNTD). Oba

BO3BpallaroTCA KHOMKaMu.

e [JlonucbiBaet 6510k B hosts (LISTS — 3AMWCATb B HOSTS) nocne konuu; 6a10k ybupaetca

KHOTMKOWM.

e 3anucbiBaeT MOW CaliTbl Y BKAHOUYEHHbIE HAabOpPbl CNNCKOB B CMUCKM BblBpaHHbIX DPI-MHCTpyMeHTOB
(LISTS — MOW CAWNTbI — «3anuckiBaTh B»): y Zapret 1 zapret2 610kamu Mexzy CTpoKaMu-
meTkamu ( list-general-user.txt w cnucok IPSET naketa; Tools\zapret2\lists\list-
user.txt wn ipset-user.txt ), y ByeDPl — cBonmMu parinamu

Tools\ByeDPI\lists\hosts.txt wn ipset.txt .bnokun ybuparorca no metkam. Pexxum IPSet
MEHSET TONbKO C BalLEro Cornacus; npecet zapret2 MeHseTcs ToNbKo kHonkon MPOOUNIN ANA

AZPECOB, a pexxum «no cnmckam» ByeDPl — Tonbko Bawmm BbIGopom.

e Ypanset k3w Discord n cnyx6bl 4pyrix 06X0A0B — TObKO MO CBOMM KHOMKaM 1 Mocae BOnpoca.

Bcé 310 3anucbiBaeTca B XypHan. Huuero He 3anyckaetcsa no pacnmcaHmio Windows. B ceTb
nporpamma obpalliaetca ToNbKO 3a BEpCUAMM, peansamm n cnmckamum Ha GitHub n — no Bawen

kHonke NMPOBEPUTb B pasgene DNS — k cepBepam, KOTOpble Bbl CamMu yYKa3anun. Pa3 B cyTku, moka



OKHO OTKPbITO, OHa 3aHOBO CKauMBaeT BKAOUEHHbIE Habopbl cnnckos; umn PA3 B CYTKW B LISTS aTo

BbIK/ITFOYaeT.

Fae uto nexkurt

Start.exe — App\AudionDpiManager.exe — nporpamMmma.

Tools\zapret-discord-youtube — naket Flowseal (nanky MoXxHO BbiGpaTh Apyryto; nanka ¢
TakMM UMEHeM B KOpPHe, rae eé aep>kanv sepcun go 1.6.0, ncnonbsyercs, noka HOBoe MecTo
nycTo).

Tools\zapret2 , Tools\ByeDPI — ctaBsTCA pa3genaMu no KHOMKe.

config\settings.json — a3bik, TeMa, wWpndT, nanka Zapret, ceori DNS. config\history\ —
k3w koHurypaumm, konum DNS v npoken; | config\history\lists\ — Habopbl cnmnckos
(noanucaHHble TeKCTbl U | sets. json ¢ nepekntoyatenamm). config\zapret2\preset.txt —

Ball npecet. LICENSE u | NOTICE — nvueH3ua 1 yBedOMJIEHME.

._runtime\ — >XypHanbl, ckayaHHOe, k3w oTeeToB GitHub, konuwn hosts.

JInueHsna n ToBapHbIU 3HaK

Audion DPI Manager © 2026 Tensionix pacnpocTtpaHseTtcs no avueH3nn Apache License 2.0 (MoaHbIN
TekcT — dann  LICENSE , yBegomneHne — NOTICE ; o6a OTKpbIBatOTCA KHOMKaMu B pasgene ABOUT).
«Audion» 1 3Hak Audion — ToBapHble 3Haku aBTopa: AmueH3na Apache 2.0 (pa3zen 6) He AaéT Npasa
MCMOAb30BaThb 3TO Ha3BaHWe W 3HaK, U KOMWA AN M3MEHEHHAA BEPCUA NPOrpaMmbl He JOMKHA
BblAaBaTbca 3a Audion. Yyxxune nporpammbl (Flowseal, zapret2, ByeDPI, WinDivert) n nx cnnckm

ckaumBatoTcs ¢ GitHub no Ballen KHOMKe 1 OCTatoTCA CO CBOUMMW JINLLEH3UAMMN.

Ecam uto-10 He Tak

«lMporpamma 3anyueHa 6e3 npaB agMUHUCTPaTopa». 3aKPOTe OKHO 1 3anycTuTe Start.exe.

O6x0p 3anyCcTU/ICA U Cpa3y OCTaHOBUJCA. B XypHane — npuumHa: yalle HeT daina cnmcka nam

aHTMBMpYyC ybpan gpaneep. DIAGNOSTICS nokaxeT BTOpOeE.

A paiiBep He Bbirpy>kaetcsi Nnpy o6HOBAEHUU. 3aMeHa CTaBUTCS Ha CNeAyHOLLYLO 3arpy3Ky

Windows; nepesarpy3unTecs.
Huuero He oTkpbiBaeTcsa nocne cmeHbl DNS. DNS — BEPHYTb KAK BbIJ10.

AHTMBMPpYC pyraetca Ha WinDivert. 310 noxHoe cpabaTbiBaHune; gobaBbTe nanky Zapret B

NCKNKOYEHNA.



